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Provide an Efficient and Effective System for Cyber-Security

In measuring the performance of this Objective the DOE evaluator(s) shall consider the following:

¢ The commitment of leadership to a strong Cyber-Security performance is appropriately demonstrated,

¢ Integration of Cyber-Security into the culture of the organization for effective deployment of the
system is demonstrated;

¢  The maintenance and appropriate utilization of Cyber-Security risk identification, prevention, and
control processes/activities;

¢ Cyber-Security events are reported and mitigated as necessary;

*  Results of external reviews, surveys and inspections demonstrate Cyber-Security systems are effective;
and

¢  Employee and management awareness of Cyber-Security responsibilities.

The evaluation of this Objective may also consider other tasks, activities, requirements, accomplishments,
and/or milestones not otherwise identified below but that provide evidence to the
effectiveness/performance of the Contractor in meeting this Objective. The weight of this Objective is
25%.

8.2.1 Results of external reviews, surveys and inspections demonstrate compliant unclassified cyber
security program elements through receipt of satisfactory ratings. Effective implementation of
corrective actions to mitigate and/or resolve the deficiencies is achieved and reflected by zero
repetitive findings.

8.2.2 Limit the potential compromise of electronic information stored or managed in [unclassified]
laboratory databases, networked or stand-alone systems by achieving a rolling six month average
Cyber Security Incident Score of less than or equal to 0.75.

Provide an Efficient and Effective System for the Protection of Special Nuclear Materials, Classified
Matter, and Property

In measuring the performance of this Objective the DOE evaluator(s) shall consider the following:
The commitment of leadership to strong Safegnards performance is appropriately demonstrated;
Integration of Safeguards into the culture of the organization for effective deployment of the system is
demonstrated,

¢ The maintenance and appropriate utilization of Safeguards risk identification, prevention, and control
processes/activities;

e  Safeguards events are reported and mitigated as necessary;

¢ Demonstrate an effective safeguards system through external reviews, surveys and inspections; and

¢ Management and employee awareness of Safeguards responsibilities.

The evaluation of this Objective may also consider other tasks, activities, requirements, accomplishments,
and/or milestones not otherwise identified below but that provide evidence to the
effectiveness/performance of the Contractor in meeting this Objective. The weight of this Objective is
25%.

8.3.1 Results of external reviews, surveys and inspections demonstrate compliant Safeguards and
Physical Security program elements through satisfactory ratings with no sub-elements rated less
than Satisfactory and effective implementation of corrective actions to mitigate and/or resolve the
deficiencies with no repetitive findings.

8.3.2 Coordinate with Capability Replacement Laboratory (CRL) staff to establish a short-duration
holding account (material balance area-MBA) for nuclear material determined to be excess to
programmatic need. Provide quarterly reporting to CRL and Transition Program management on
the stewardship status of the nuclear material inventory so as to provide visibility to material
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utilization. 85% of all Nuclear Material not being used on an actively funded project or program
will be placed in an MBA segregated from the active inventory

8.4 Provide an Efficient and Effective System for the Protection of Classified and Sensitive Information

In measuring the performance of this Objective the DOE evaluator(s) shall consider the following:

¢ The commitment of leadership to strong protection of classified and sensitive information performance
i appropriately demonstrated;

¢ Integration of protection of classified and sensitive information into the culture of the organization for
effective deployment of the system is demonstrated; and

¢  The maintenance and appropriate utilization of protection of classified and sensitive information risk
identification, prevention, and control processes/activities;

e Protection of classified and sensitive information events are reported and mitigated as necessary;

¢ Demonstrate an effective Security system through external reviews, surveys and inspections; and

¢ Management and employee awareness of responsibilities for the protection of classified and sensitive
information.

The evaluation of this Objective may also consider other tasks, activities, requirements, accomplishments,
and/or milestones not otherwise identified below but that provide evidence to the
effectiveness/performance of the Contractor in meeting this Objective. The weight of this Objective is
25%.

84.1  90% to 96% of Line management and staff demonstrate their commitment to SAS through timely
completion of required reoccurring Safeguards and Security (SAS) courses to promote continuing
awareness of safeguards and security practices. The reoccurring courses include #912 (annual
refresher for cleared staff) and #1350 (annual refresher for uncleared staff).

8.4.2  Report and mitigate security events as necessary within required reporting timeframes with the
normalized number of incidents occurring at or below the rate of four per two hundred thousand
hours charged to classified projects (moving 12mo averages) AND the Severity Index Measure
(SIM) is below a composite score of 3 per month,

8.4.3  Results of external reviews, surveys and inspections demonstrate compliant Information Security
program elements through satisfactory ratings with no sub-elements rated less than Satisfactory and
effective implementation of corrective actions to mitigate and/or resolve the deficiencies with no
repetitive findings.

8.4.4  Demonstrate reduced risk exposure to classified cyber systems by supporting the Department
Diskless Workstation Task Force (DWTF) and completing actions to reduce the amount of CREM
by transferring an additional 90% of the total number of qualifying classified standalone systems to
the Pacific Northwest Classified Network (PNCN).

8.0 Sustain and Enhance the
Effectiveness of Integrated
Safeguards and Security
Management (ISSM)

8.1 Provide an Efficient and Effective
Emergency Management System
8.2 Provide an Efficient and Effective
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_System for Cyber-Security
8.3 Provide an Efficient and Effective

System for the Protection of Special 25%
Nuclear Materials, Classified Matter,
and Property ’
8.4 Provide an Efficient and Effective
System for the Protection of Classified 25%

and Sensitive Information

Table 8.1 — 8.0 Goal Performance Rating Development

g:;:l 4.3-4.1 | 4.0-3.8 | 3.7-35 | 3.4-3.1 | 3.0-2.8 | 2.7-2.5 | 2.4-2.1 2.0-1.8 | 1.7-1.1 1.0-0.8 0.7-0
=

mal | A A- B+ B B- Ct C C- D F
Grade

Table 8.2 — 8.0 Goal Final Letter Grade
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Attachment 1

Program Office Goal & Objective Weightings for FY 2008

Office of Science

SCR_| BES | BER | FEs
Weight | Weight | Weight | Weight

Goal #1 Mission Accomplishment

|Goal's weight LQF 65 25 70 (‘iﬂ
1. Impact (significance) _______ _ _ _ ____ ___ [ ___ o _ o _ X B %
1b. Leadership (recognition of S&T 30 20 20 25 %0
laccomplishments) . IR SR IV )
1c. Qutput (productivity). . . _ | ___ ) | IO IO N
1d. Delivery 15 15 30 25 18
Goal #2 Design, Fabrication,
Construction and Operation of
Facilities

[Goal's weight [ 0 50 0 0
2a. Design of Facility (the initiation phase and 0

- |the definition phase, i.e. activities leading up

toCD-2) e MY F—
2b. Construction of Facility/Fabrication of 15

Components (execution phase, Post CD-2 to

2d. Utilization of Facility to Grow and Support 16
Lab's Research Base

Goal #3 Program Management

[Goal's weight 20, 35 25, 30 35
3a. Stewardship of Scientific Capabilities and 30 40 20| 30 20°
Programmatic Vision _ ______ ______ ______ ___. | .1 ___ 1 _._ S I S
[3b, Program Planning and Management _ — ~ " """ [T T T T s T &
3.c Program Management-Communication & 30 30 50 3% 40

Responsiveness (o HQ)
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Attachment 1
Program Office Goal & Objective Weightings for FY 2008

All other Customers"!

DNN DBS EM EERE FE [

Welght | Welaht | Weight | Weight | Welght | Weight

Goal #1 Mission Accomplishment

Goal's weight 65 60 60 60 60 60
12, Impact (significance) _____._.___._____ BB ] I o ISR %
1b. Leadership (recognition of S&T 15| 30 20 30| 30 30
laccomplishments)  _ ______ .. _____ ————s R IR SRR R ——. E——
e Qutput (productivity) ) . ___._._._____. S SRS R i I ] o B 2
1d. Delivery ) 30 30 30 20 20 20

Goal #2 Design, Fabrication,
Construction and Operation of Facilities

Goal's weight NA NA NA NA NA NA
2a. Design of Facility (the initiation phase and the NA NA NA NA NA NA
definition phase, i.e. activities leading up to CD-2)

2b. Construction of Facility/Fabrication of NA NA NA( NA NA NA
Components (execution phase, Post CD-2 to CD-4)

2¢, Operation of Facility [~ ] il D OV ) | AN,
2d. Utilization of Facility to Grow and Support Lab’s NA NA NA NA NA NA
Research Base

Goal #3 Program Management

Goal's weight 35 40 40 40 40 40
3Ja. Stewardship of Scientific Capabilities and 20 50 30 25 40 40
IProgrammatic Vision _ . ____________.___._ N D N I O S AR I —
13b. Program Planning and Management _ __ ____ S . R | I ] 8 .3 0
3.¢ Program Management-Communication & 60 25 38 50 30 30

Responsiveness (to HQ)

" Goal and Objective weightings indicated for non-science customers are reflective of FY 2007 weightings and will be updated as those
customers provide their weightings. Final Goal and Objective weightings will be incorporated, as appropriate, once they are determined
by each HQ Program Office and provided to PNSO. Should a HQ Program Office fail to provide final Goal and Objective weightings
before the end of the first quarter FY 2008 the preliminary weightings provided shall become final.
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